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Styles of External Sharing

Collaborative _ Publising

e Unstructured or structured * One to many
« SharePoint Online (Office 365) or on * Typically St“.'Ct“red
premises » Secure website

« May also have a public (anonymous) section
 Self-registrationis common
« One way push of private content out

« Limited feedback
e Like and comment

 Often project focused * File upload
 Profile management

» Collaborating on documents
* File upload and download
* Editing
* Various file types

ExtranetUserManager http://eum.co



Five Considerations for your External Sharing

1. Who will you be sharing with? Is there a e Members e Board of Directors
member database to interface with? .
e Customers  Citizens
 Vendors e Researchers
» Suppliers * Tenants
e \olunteers e Partners

ExtranetUserManager http://eum.co



Five Considerations for your External Sharing

1. Who will you be sharing with? Is there a Invitation Only

member database to interface with?
 Smaller, known set of users

2. Self-registration option or invitation only?

Who approves new registrations? * Private registration links can be shared with

potential users
* Managed centrally or delegated

Self Registration

* Onboarding hundreds or thousands of external
users

 Approval workflows
 Auto-approvals

* Delegation

ExtranetUserManager http://eum.co



Five Considerations for your External Sharing

1. Who will you be sharing with? Is there a * Email and password

: o
member database to interface with- . Self-service password reset

2. Self-registration option or invitation only? . Office 365 / Azure AD

Who approves new registrations? .
* One Time Passcode

3. How will your external users authenticate?
* Microsoft Account
« Google
+ Facebook
* LinkedIn

o Twitter

ExtranetUserManager http://eum.co



Five Considerations for your External Sharing

1. Who will you be sharing with? Is there a Accessing published content

member database to interface with?

Collaborating on specific documents
2. Self-registration option or invitation only?
Who approves new registrations?

Accessing team or project sites

3. How will your external users authenticate? (Bsecomlng full-fledged members of Office 365
roups or Teams
4. What interactions are your external users

going to have?

ExtranetUserManager http://eum.co



Five Considerations for your External Sharing

1. Who will you be sharing with? Is there a  Office 365 - SharePoint Online, OneDrive for
member database to interface with? Business

Office 365 Groups — Teams, Planner, Yammer

« Other Office 365 Apps - Power BI, Stream,
3. How will your external users authenticate? PowerApps, Flow

2. Self-registration option or invitation only?
Who approves new registrations?

4. What interactions are your external users * SharePoint On Premises

i ?
going to have? » Third Party SaaS Applications

e . -
5. What applications will be accessible? . Custom Applications — On Premise or Cloud

ExtranetUserManager http://eum.co



OOTB External Sharing

aka “Unstructured Extranets”




Unstructured Extranets with Office 365 External Sharing

 External Sharing in Office 365 strongly
supports ad-hoc collaboration

s . - X Link settings X
end .|.I.I'I.k g Job Descripti..ion PMM.dacx
° Sharing docu ments with a few to a oo ' \Whowouldyou like this link to work for?
f d t I I Anyone with this link can edit. > 1 >(@) Anyone with the link
ew ozen ex erna peop e People in Contoso with the link
« Secure Link sharing to sites, libraries, P e e :plg
and documents ’
. . Other settings
« Anyone with the link (Anonymous) == - P
. . . Set expiration date X
* People in your Organization - o -
. o . ] & Set password
* People with existing access o N
 Specific people . N
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Office 365 External Sharing OOTB

1. Who will you be sharing with? Is there a
member database to interface with?

2. Self-registration option or invitation only?
Who approves new registrations?

3. How will your external users authenticate?

4. What interactions are your external users
going to have?

5. What applications will be accessible?

ExtranetUserManager

1.

Any type of external user

Invitation only

Office 365 / Azure AD, Microsoft Account,
One Time Passcode, Gmail

Any interactions

Office 365 only

http://eum.co




Admin controls for
external sharing




Managing external sharing

Control WHO canshare
to external users

* Everyone
» Only specific people
 Noone

Control WHICH external users can be shared with
* Anyone
Only authenticated users

Only authenticated users except
specificdomains

Only authenticated users in specificdomains
 Noone

ExtranetUserManager

Control WHAT can be shared externally
* Anything

Only specificsites
Only files without sensitive content

Control HOW externally shareable links can be used

Default
Enabled, but not default
Mandatory expiration date

Block externally-shareable edit links
Disabled

http://eum.co



Three Places to Configure External Sharing

S —
. - PowerShell
Office 365 Admin SharePoint Admin Site Collection Admin

ExtranetUserManager http://eum.co



Shareable Links

Send Link

Sales Materia...s (22 items)

Enter a name or email address

X

Add a message (optional)

Copy Link Outlook

ExtranetUserManager

Link Settings X

Sales Materia...s (22 items)

Who would you like this link to work for? Learn more

Anyone with the link can view.
m Anyone v

People in Contoso

People with existing access

~
;_J Specific people

Other settings

D Allow editing

Set expiration date X

Apply Cancel

http://eum.co




Request Files

& OneDrive

for Business
* Ask colleagues and external guest users
to upload files to a folder Send file request i
® Uploaders Can Only See their own Here's the link people can use to upload files
co ntent hitps/foontoso3 la-my. sharepoint.com/ffgfperson Copy link
* Single link can be used for many
uploaders Or L'rr1.jll|:r||_'~t|pI|: the link

Add a message (optional)
B® Microsoft
e

Catherine Feklman is requesting files for

"Budget Proposals"

ExtranetUserManager http://eum.co




Top 5 External Sharing Configuration Tips

1. Consider all sharing use cases when setting your

Organization-level external sharing policies -
Sharing @
2. Donot be afra|d Of the 'Anyone" ||nk Sharlng, you can Use these settings to control sharing at the organization level in SharePoint and OneDrive.
limit access on a site by site basis
3. Please do not skip over the additional sharing settings: External sharing
. . . . Content can be shared with:
 Limitsharing by domain ® SharePoint & OneDrive
« Guests must sign in using the same account invitations O Mostpermiive Anyore o S
M sers can share files and folders wsing links that don't require sign-in.
were sent to (this should be checked!) o
o . . . ew and existing gueslls -
 Verification code must reauthenticate in x days Gusss must i in o« povide s verfcaton code
. . . . . uistingguuts_ o
4. Enforce a default link setting on a site by site basis Oty s atesdy nyour rgarzation’s drecery.
* We recommend People with Existing Access Unas pee No ot g o
5. Consider Ways to temp|atize your Sites SO your eXternal You can further restnct shanng for each individual site and OneDnve. Learn how

sharing structure stays consistent

ExtranetUserManager http://eum.co



Teams Provisioning
and Sharing




Office 365 Groups

IN THIS APP 4 MEMBERS ARE INVITE-ONLY
£ @J @ EB] ® [% PUBLIC GROUP
: : ANYONE IN YOUR
Yammer Teams Mail Planner SharePoint Stream ORGANIZATION CAN JOIN
ST e NN cErEe) @GRED GEND G
A GROUP THAT
COMES WITH

Qutlook Inbox Outlook Shared
*The Open Loop" Calendar

B | [

Fully functional
conversations in Outlook calendar for

shared events, meetings,

out-of-office, ete.

OneNote Planner Plan SharePoint Site § Stream Video
Notebook The *Files” tab Portal

m &)

Yammer Feed Forms
*The Outer Loop' Workspace

i

Space for threaded
discussions, asking

questions, poling,
&shout-outs [Facebook]

(Online note-taking tool
to keep your Group’s

information centralized Teams Chat Teams Wiki

“The Inner Loop®
1))

Presistent chat, bots,

audio/video conferencing,

i jumpto365

Matt Wade - https://www.jumpto365.com/infographics/everyday-guide-to-office-365-groups
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https://www.jumpto365.com/infographics/everyday-guide-to-office-365-groups

i u‘isiullli ExtranetUserManager SharePoint admin center

Sharing

& Home Use these settings to control sharing at the organization level in SharePoint and OneDrive. Learn more
0 sites ~
Active sites External sharing
Deleted sites
Content can be shared with: Choose the permission that's selected by default for sharing links.
= policies ~
& SharePoint & OneDrive O view
| sharing . Anyone .
O Most permissive O Users can share files and folders using links that don't reguire sign-in, @ Edit

Access control

Settings New and existing guests Choose expiration and permissions options for Anyone links.
Guests must sign in or provide a verification code.

: v . o
EE Content senvices v Existing guests . These links must expire within this many days

Qnly guests already in your organization’s directory. ) ] o
These links can give these permissions:

&> Migration ~
. Only people in your organization e | View and edit v
Least permissive Mo external sharing allowed. Files:
% Advanced v
! ) o : . ) Folders: | View, edit, and upload f
You can further restrict sharing for each individual site and OneDrive, Learn how
More features
More external sharing settings ™
S OneDrive admin center Other settings
: - File and folder links
¢  Customize navigation show owners the names of people who viewed their files in OneDrive
Let site owners choose to display the names of people who viewed files or pages in SharePoint
Show all Choose the type of link that's selected by default when users share files and folders in SharePoint and OneDrive.

|:| Use short links for sharing files and folders
@ Specific people (only the people the user specifies)

O Only people in your arganization

. ) Save
O Anyone with the link
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Teams / Site Provisioning

» White Papers

* Open Source project
* Webinars

* http://eum.co/teams-
provisioning

ExtranetUserManager http://eum.co
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iii  SharePoint O search across sites

Test v Edit

ED  EUM Demo Landing + Createsite % Following © Share

+ MNew i Page details Published 6/3/2020

-

A-7 Sites - All Sites Team / Site Request

A B C D E H I M O P T V W F G L Division =

Temporary Demos g
About Us .
Site Template
Maodern Team Site V

Title *

Purpose

Alias *

Public Group

@@ v

Create Team

F
® ) No

Create OneNote

@@ v

Create Flanner

@@ v

m Get the mobile app v
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ﬁ\'[s[on it ExtranetUserManager

Dashboard
Teams
Devices

Locations

Messaging policies

Teams apps

Voice

Policy packages

Analytics & reports

Org-wide settings
External access
Guest access
Teams settings
Teams upgrade
Holidays
Resource accounts

Planning

Legacy portal [4

Call quality dashboard [4

Microsoft Teams admin center

Guest access

Guest access in Teams lets people outside your organization access teams and channels. When you turmn on Guest Access, you
can turn on or off features guest users can or can't use. Make sure to follow the steps in this checklist to set up the
prerequisites and so Team owners can add guest users to their teams. Learn more

Allow guest access in Teams () On

Calling

Manage calling specific controls for guest users.

Make private calls [ ] Off

Meeting

Turn on or turn off settings for guests in meetings.

Allow IP video @ o

Screen sharing mode Entire screen

Allow Meet Now () On

Messaging

Turn on or turn off settings for guests in chats or channel conversations.

Edit sent messages () On

Delete sent massages () On

® Need help? Give feedback

ExtranetUserManager
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Add members to Marketing

info@nubelus.de

9 Add info@nubelus.de as a g

ExtranetUserManager http://eum.co



WHAT TO USE WHEN

WHAT TO USE WHEN - ORCHESTRY

A o Q Orchestry solves what to use when

by providing Workspaces
M365 has too many tools, that preconfigured for business needs
do the same thing, all in

slightly different ways

a Have business first
conversations with your end
users, not technology first.

Your users are not ﬂ
technical experts in Orchestry

M365, don’t assume they
know what to use when

https://www.orchestry.com/

ExtranetUserManager http://eum.co
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WHAT IS ORCHESTRY?

Complete platform to make work simple on Mlicrosoft 365

ORCHESTRY CAPABILITIES

Workspace Templates e Teams Information Tab * Advanced governa!’\ce

. features for retention and
Naming Rules * Workspace Directory disposal
Approval Processes - Digital Dashboard for new .

: . . . * Orchestry sunsettingrules
Naming Collision Detection and existing sites

(future)

Ready to go best practice * Intelligent actionable
templates insights for Owners and * Team, SharePointand Group
Custom metadata Admins (coming soon) management (future)

Support for Teams,

SharePoint, Planner and
Lists
https://www.orchestry.com/

ExtranetUserManager http://eum.co
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Structured Extranets

« Typically hundreds to thousands of external users

* Represent many different groups of external users
* Projects
« Committees
» Customers
* Vendors
* Partners

* May be many different business owners
« Owners can be internal or external

ExtranetUserManager http://eum.co



Azure AD B2B and Office 365

* Azure Active Directory Business to Business

* External users can access Office 365 and any
other system exposed through AAD

« Completely free for external users in Office 365

* MAU billing model only applies to Azure AD
Basic and Premium features

* Invite as many external users as you'd like

Microsoft Azure AD B2B Articles

ExtranetUserManager http://eum.co


https://www.extranetusermanager.com/resources/articles/microsoft-azure-ad-b2b-articles

Azure AD B2B Onboarding Experiences

Existing Office 365 No Azure AD Account m

* Logs in with their Azure * One time passcode * Federation with Google

AD credentials . Emailed at sian-in accounts now also
9 supported

« Seamless experience . .
P e Valid for 30 minutes .
« Same seamless login

* Single sign-onif already . . ;
signed into Office 365 Ia.gxzr;ittlglg,elsspn:'yv experience as Office 365

 Also works for Microsoft password to remember
accounts

* Need to be an @gmail.com
address

 Validates at each signin
that they still own the
email address

ExtranetUserManager http://eum.co



Microsoft Azure £ Search resources, services, and docs (G+/) o P, pcarson@eumdemo.on... (i
ENVISION IT (EUMDEMO.ONMIC... WP

Home > Envision IT >

& Users | All users (Preview) Documentation & X
Envision IT - Azure Active Directory
« = Mewuser -~ New guest user D Bulk activities ~~ O Refresh L,;:' Reset password (¥ Multi-Factor Authentication [3] Delete user
ﬂ All users (Preview) — .
| - ; T Bulk create o
& Deleted users M Search users — — d iiters
T Bulk invite
Password reset Name _ User type Source
T Bulk delete
5% User settings [] Guest Invited user
<+ Download users
A Diagnose and solve problems D Guest oTP
Activity D Guest External Azure Active Directory
D@ Guest External Azure Active Direct
D sign-ins i) ues xternal Azure Active Directory

Audit logs
<= Bulk operation results
Troubleshooting + Support

& New support request

ExtranetUserManager http://eum.co




Portals for
External Users




Portal Options

Roll Your Own AAD Entitlement Management

* Build in the tool of your » Access packages define
choice access to groups,
applications, SharePoint

* Integrate through the .
Graph API Shih
» Workflows define

onboarding process

* Some branding and
customization

ExtranetUserManager

Extranet User Manager

* Pre-built .NET Core 3
sample portal

* Fully brandable and
customizable

 EUM Admin portal for
creating and managing
users and groups

* Licensed by the pool size
of external users

http://eum.co



Updates to Azure AD External Identity Licensing

External identities now count as unique Monthly Active Users (MAU)
Billing model affects Azure AD B2B and B2C

Replaces 1:5 billing ratio

First 50,000 MAUs are free for both Premium P1 and Premium P2 features

Azure AD Free will remain free until you try to use premium Azure AD features for guests

PREMIUM P1 PREMIUM P2
First 50,000 MAU $0/Monthly Active Users $0/Monthly Active Users
hMore than 50,000 MAU £0.00416/Monthly Active Users £0.020736/Monthly Active Users

“Features in public preview are subject to future pricing changes.

https://docs.microsoft.com/en-us/azure /active-directory/external-identities/external-identities-pricing
https://azure.microsoft.com/en-us/pricing/details/active-directory/external-identities/

ExtranetUserManager http://eum.co
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Microsoft Azure

L Search resources, services, and docs {G+/)

Home > Envision T >

o’ Getting started

Entitlement management

% Access packages

(5] Catalogs

%, Connected organizations
%/ Reports

& Settings

Access reviews

O Overview

0 Access reviews

(5] Programs

& Onboard

Privileged Identity Management
¥ Azure AD roles

== Azure resources

Terms of use

[ Termsof use

Activity

E Auditlogs
Troubleshooting + Support
x Troubleshoot

.'. New support reguest

.. ldentity Governance
“d

« 7 Got feedback?
A\ Click on "Onboard” in the left navigation menu to start using Access reviews now.

Getting started  Learn more

Ensure the right people have the right access at the right time

Azure AD |dentity Governance helps you to protect, monitor, and audit access to critical assets while ensuring employee productivity

=

]

—

S

4_
il
—r

Entitlement management Access reviews

Govern the lifecycle of access to groups, applications, Enable organizations to recertify group memberships,
and SharePoint Online sites for both employees and application access, and privileged role assignments,
guests,

Ep———

M
.
@-4

]
_.
I I

Privileged |dentity Management Terms of use
Make users eligible for roles, so that they only have Ensure users see relevant disclaimers for legal or
privileged access when necessary. compliance requirements.

ExtranetUserManager

http://eum.co




OntarioMD ] ) .

HEADUNES
OntarioMD's Response to Ed Clark's Report to the Minister of
Health and Long-Term Care

Movamber 32, 20%

eNotifications Enabling Faster and Safer Follow-Up Treatment

Ml O1, 309

HRM has sent over 10 million reports to physician EMRs!

Ortoner 12, 20

WHATS NEW

Upcoming Events

PRODUCTS & SERVICES

EMR Practice
Enhancement Program

Hospital Report Manager
(HRM)

Ontario Association of
Children’s Aid Societies

*

Registration

ure the regi form is complete. This information will b= part of your DACAS leamer recard.

First Name + o Department *
ot a N/A.

LastMame = | Smith
Job Title =
Email

Phone

Fax

Organization + - Organization Address =

Organization City =

Organization Postal *
Code

Organization Wabsite

otthe
0 In the Hews - Compilation of online news media relted to Child Welfare in Ontario; istributed daily

O Lets Talk Learning - Child Welfare raining announcements, course schadules and registration reminders; distributed every manth
(0 The Voice - Information and events related o Child Welfare in Ontario; distributed monthly

0 Gne Vision One Voice - & community-led initiative. simed at changing the child welfare system for African Canadians

™~

Tm ot a robot

© 2020 08, Toronts, ONMSE 10

www.ontariomd.ca

ExtranetUserManager
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VRxTherapy HowTo Videos Resources Partners ContactUs Regi

Resources

the vide

Below are

ks that have Int

Aresearch example
showing the promise of
VR helping an individual
with a SClisuffering
neuropathi€ pain

Overview of the promise
of VR helping to reduce
pain Dr. Brennan
Spiegel

ed our thinking ar

experiments

8 Books

Can Virtual Reality Help
Fight the Opioid Crisis?

https://www.vrxtherapy.org/
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Teams Day Online Powered by EUM Case Study

Challenges

 Microsoft licensing www.teamsdayonline.com
» User information and privacy

« Conference registrationand user onboarding

Solution Modern WorkPlace
Summits Presents:

Teams Day Online

E*tra net { } b { } > Discover How to Unleash the Power of
@t sd line. @reamsdayonline.com
User Manager account created i free account sdded to Microsoft Teams with Your Organization

Azure AD Primary Azure m"feregzi::"a"t as Conference Azure
Active Directory Active Directary September 30 - October 1, 2020
®
E REGISTER!
— w
®
Conference * Q
Attendee

Virtual
Conference Area

www.extranetusermanager.com/resources/case-studies/teams-day-online-powered-by-eum

ExtranetUserManager http://eum.co
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Publishing to Azure




Publishing to Azure

A
.-{A}-@

Azure
Storage
or
App Services

SharePointOnline Azure Logic App

ExtranetUserManager http://eum.co



Home > Resource groups » PublishToAzure » PublishToAzure »

Logic Apps Designer X

[> Run & De ¢ <> Codevizw [E] Pzrzmeters M Templztaz [ Comnectarz 7 Help

- When a file is created or modified {properties only) D -

*Site Address

| EUIM Demo Landing - https://eumdemo.sharepaint.com/sites/Landing

*Library Mame

| Documents

=n do you want to check for

| | Minate

Connected to pcarson@eumdemo.onmicrosoficom.  Change conr

- Get file content using path

*Site Address

EUM Demo Landing - https://eumdemo.sharepaint.com/sites/Landing ~ |

th
Full Path x [ms) |

nfer Content Type

s V| .

Connected to pearsoni@eumdemo onmicrosoft com. Change conry

. Create blob

“Zoider path
Jdocuments [ |

*Blob name

[FilenameWithExtension} x |

*Blob content

File Content x |

ExtranetUserManager http://eum.co




paarson@eumdemo.on...
ENVISION IT (EUMDEMO.ONMIC

2 Search resources, services, and docs (G +

Home » Microsoft.5toragefccount-20200603235303 | Overview » publishtoazure | Containers » documents
M documents « Human Resources Management Plan.docx X
Container Blob
|/'- Search (Curl+/) | & $ Upload E Change access levsl [E save Disc + Download ':_:.l Refresh m Delete Z Change tier ;3-""' Acquirs =3z Break leaze
1 ovendew Authenticati ethod: Access key (Switch t
:u En,lca mn\m O. fesss REy lmwnen e Overview Snapshaots Edit Generate SAS
\zure AD User Account)

B mecece Comtral fAM! )
A, Accesz Contral ([AM) Location: documents

Properties
URL https://publishtoazure blob.core windows.net/documents/Human Re... |

Settings Search blobs by prefix (case-...

’ (@ ) Show deleted blobs
Access policy e 6/4/2020, 12:10:45 AM

il Properties Mame 6/4/2020, 12:10:42 AM
Metadata 3
o |:| Human Resources Manageme... Slock blob
20.82 KiB
ACCESS TIER Hot (Inferred)

ACCESS TIER LAST MODIFIED M/A

A ENCRYPTED true

Ox2DE033D41108790

application/vnd.openxmiformats-officedocumentwordprocessingml.document

Unlocked

Available
LEASE DURATION
COPY STATUS

COPY COMP

Metadata

ETIOM TIME

Key WValue

http://eum.co
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OntarioMD and Extranet Publisher

Ontario , Lo A
M . Mo
mmg Microsoft Azure e —
H A
B> SharePoint Search
Web Content >
Documents >
Images >
Azure Web Site \
T ) S R
= e ING N
el
(=] plq' (=] flq' " ==
— Anonymous e
User e,
OntarioMD Authenticated T
Content Authors Ontario MD User T

Extranet
User Manager

www.ontariomd.ca
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M\'isionn ExtranetUserManager SharePoint O Search

+ New ~ T Upload v ¢ Quickedit 3 Sync @ Export to Excel ©F Power Apps ~ #I Automate ~  +-+
Pages

D MName Title EventDate

@ SharePoint-Conference-North-America-202...  SharePoint Conference 2021 3/13/2021

@ European-Collaboration-Summit.aspx European Collaboration Summit 2020 10/26/2020

@ Microsoft-Ignite-2020-New-Orleans.aspx Microsoft Ignite 2020 Virtual Event /2172020

@ Commsverse-.aspx Commsverse Online Microsoft Teams Conference

Teams and Office 365 External Users - Unstructured an  6/17/2020

@ Teams-and-Office-365-Extarnal-Users.aspx

Galactic Collaboration Summit 2020 /2020

®

Galactic-Collaboration-Summit.aspx

@ Webinar-2020-05-07-Open-5ource-Teams-... Webinar: Open Source Teams Provisioning - Ask Me Ar  5/7/2020

EventType

Conference

Conference

Conference

Conference

Webinar

Webinar

Target Sites

blog.petercarson.ca,
www.envisionit.com,
www.extranetusermana
ger.com

blog.petercarson.ca,
www.envisionit.com,
rextranetusermana

W

ger.com

bl

Lt

.petercarson.ca,
renvisionit.com,
www.extranetusermana
ger.com

blog.petercarson.ca,
www.envisionit.com,
rextranetusermana
ger.com,
www.extranetusermana
sources/team

blog.petercarson.ca,
www.envisionit.com,
www.extranetusermana
ger.com,
w.extranetusermana

esources/team
oning

blog.petercarson.ca,

v .envisionit.com,
www.extranetusermana
ger.com,
www.extranetusermana
/resources/team

Tags

Microsoft
Microsoft 365
SharePoint Conference

Teams
Teams and Office 365 External Users - Unstructured and Structured

Microsoft 365
Microsoft Teams
Office 363

Office 365 Groups

Microsoft Teams
Office 365 Groups
SharePoint Online
Site Provisioning
Teams s

==

= Events v Y @ A<

Modified

6 days ago

May 20

May 21

6 days ago

Yesterday at 10:24 AM

Yesterday at 12:02 PM

May 20

o8& 7 &

Modified By Ch

Andrew Cboro
Logan Guest
Peter Carson

Amanda DaCosta

Andrew Cboro

Andrew Oboro

Logan Guest

ExtranetUserManager
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Extranet Publisher

Name Target Sites
Galatic-Collaboration-Summit
Title Tags
Galactic Collaboration Summit 2020
Content Type Webinar Key
Event
Layout Webinar Start
Event )
Event Date Webinar End
9/6/2020 =]
Event Type Webinar Subject
Comments

CRM Campaign
Galactic Collaboration Summit s featuring the world best speakers and experts
from Modern Workplace, Collaboration and Microsoft 365 topics.

Page Content

Normal ¢ SailecLight & B IU E=E= ® @8 fe » ) A

Galactic Collaboration Summit 2020

June 2 &9, 2020

Register for Event

are a Sponsor at th actic Collab

fodern Workplat

Rollup Image

Save Check In Preview Publish

ExtranetUserManager

http://eum.co



Additional
Considerations




#RSAC

>1.2M

compromised accounts in January 2020

=. Microsoft RSAConference?2020



#RSAC

>99.9¢

R
compromised accounts did not have MFA

=. Microsoft RSAConference?2020



#RSAC

>999

of Password Spray attacks use legacy auth

=. Microsoft RSAConference?2020
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Home Notify me Domain search Who's been pwned Passwords APl  About Donate B P

[‘;--have i been pwned?J

Check if you have an account that has been compromised in a data breach

Oh no — pwned!

Pwned on 10 breached sites and found 1 paste (subscribe to search sensitive breaches)

@ 3 Steps to better Security Start using 1Password.com
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P
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Step 1 Protect yourself using 1Password to  Step 2 Enable 2 factor authenticationand  Step 3 Subscribe to notifications for any
generate and save strong passwords for store the codes inside your 1Password other breaches. Then just change that
each website. account. unique password.

https://haveibeenpwned.com
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Azure AD P1 vs. P2

Azure AD Premium P1 Azure AD Premium P2

 Multi-factor authentication with Conditional * Everything offeredin P1
Access

* Hybrid Identities

» Password protection (custom banned
passwords)

|dentity Protection

Privileged Identity Management

Access reviews

» Advanced Security and Usage Reports Entitlement Management (Preview)

 Conditional Access based on group, location,
and device status

 Azure Information Protection integration
* And Much More
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https://azure.microsoft.com/en-us/pricing/details/active-directory/

Azure Information Protection

Used to classify and protect content

More granular permissions can be applied
» Block download, edit, copy
« Documents are encrypted so that protection rights apply regardless of where the documentis

* You could allow download, but for anyone to access the downloaded document they would still
need to have the AIP rights assigned to them

* Maintains control of the documents regardless of where they go
* Permissions can be revoked for documents regardless of where they are

Can be used with Conditional Access to determine policy
» Could require MFA before accessing sensitive documents or sites

Can also be applied to the sharing rules
« Don'tallow sharing of content with certain sensitivity labels applied

Can be manually or automatically applied (AIP P1 or P2)
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Summary and Wrap-Up
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Link Settings %

Sales Materia...s (22 items)

Who would you like this link to work for? Learn more

Anyone v
People in Contoso .@
-

People with existing access
C\J\‘ Specific people “
’”~

Other settings

D Allow editing
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Upcoming Events - Virtual

. Al
o 8 AR EUROPEAN COLLABORATION -
SUMMIT
TSPUG - How to Run a Microsoft 365 European Collaboration Webinar: How to Run a Microsoft 365
Teams Virtual Event Networking Day 2020 Teams Virtual Event
October 21, 2020 October 27,2020 October 29, 2020
Q . B e T
- bl . \/
||
How to Utilize SharePoint Online TSPUG Microsoft 365
as a Headless CMS Developer Bootcamp 2020
November 10, 2020 November 27,2020

http://eum.co/events
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Thank you!

Questions?
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