
(#)

External Sharing - What to use 
when in Microsoft 365

Wednesday, October 14, 2020

12:00 PM EDT



(#)http://eum.co

• President, Extranet User Manager

• Office Apps and Services Microsoft MVP

• peter.carson@extranetusermanager.com

• blog.petercarson.ca

• www.extranetusermanager.com

• Twitter @carsonpeter

• President Toronto SharePoint User Group

Peter Carson

mailto:peter.carson@extranetusermanager.com
https://blog.petercarson.ca/
https://www.extranetusermanager.com/
http://mvp.support.microsoft.com/


(#)http://eum.co

Agenda

Introductions

OOTB External Sharing

Teams Provisioning and Sharing

Azure AD B2B

Portals for External Users

Publishing to Azure

Summary and Closing



(#)http://eum.co

Styles of External Sharing

Collaborative

• Unstructured or structured

• SharePoint Online (Office 365) or on 
premises

• Collaborating on documents

• File upload and download

• Editing

• Various file types

• Often project focused

Publishing

• One to many

• Typically structured

• Secure website

• May also have a public (anonymous) section

• Self-registration is common

• One way push of private content out

• Limited feedback
• Like and comment
• File upload

• Profile management
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1. Who will you be sharing with?  Is there a 
member database to interface with?

• Members

• Customers

• Vendors

• Suppliers

• Volunteers

Five Considerations for your External Sharing

• Board of Directors

• Citizens

• Researchers

• Tenants

• Partners
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1. Who will you be sharing with? Is there a 
member database to interface with?

2. Self-registration option or invitation only? 
Who approves new registrations?

Invitation Only

• Smaller, known set of users

• Private registration links can be shared with 
potential users

• Managed centrally or delegated

Self Registration

• Onboarding hundreds or thousands of external 
users

• Approval workflows

• Auto-approvals

• Delegation

Five Considerations for your External Sharing
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1. Who will you be sharing with? Is there a 
member database to interface with?

2. Self-registration option or invitation only? 
Who approves new registrations?

3. How will your external users authenticate?

• Email and password

• Self-service password reset

• Office 365 / Azure AD

• One Time Passcode

• Microsoft Account

• Google

• Facebook

• LinkedIn

• Twitter

Five Considerations for your External Sharing
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1. Who will you be sharing with? Is there a 
member database to interface with?

2. Self-registration option or invitation only? 
Who approves new registrations?

3. How will your external users authenticate?

4. What interactions are your external users 
going to have?

• Accessing published content

• Collaborating on specific documents

• Accessing team or project sites

• Becoming full-fledged members of Office 365 
Groups or Teams

Five Considerations for your External Sharing
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1. Who will you be sharing with? Is there a 
member database to interface with?

2. Self-registration option or invitation only? 
Who approves new registrations?

3. How will your external users authenticate?

4. What interactions are your external users 
going to have?

5. What applications will be accessible?

• Office 365 - SharePoint Online, OneDrive for 
Business

• Office 365 Groups – Teams, Planner, Yammer

• Other Office 365 Apps - Power BI, Stream, 
PowerApps, Flow

• SharePoint On Premises

• Third Party SaaS Applications

• Custom Applications – On Premise or Cloud

Five Considerations for your External Sharing
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OOTB External Sharing

aka “Unstructured Extranets”
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Unstructured Extranets with Office 365 External Sharing

• External Sharing in Office 365 strongly 
supports ad-hoc collaboration

• Sharing documents with a few to a 
few dozen external people

• Secure Link sharing to sites, libraries, 
and documents

• Anyone with the link (Anonymous)

• People in your Organization

• People with existing access

• Specific people
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1. Who will you be sharing with? Is there a 
member database to interface with?

2. Self-registration option or invitation only? 
Who approves new registrations?

3. How will your external users authenticate?

4. What interactions are your external users 
going to have?

5. What applications will be accessible?

1. Any type of external user

2. Invitation only

3. Office 365 / Azure AD, Microsoft Account, 
One Time Passcode, Gmail

4. Any interactions

5. Office 365 only

Office 365 External Sharing OOTB
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Admin controls for 
external sharing
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Control WHO can share 
to external users

• Everyone

• Only specific people

• No one

Control WHICH external users can be shared with

• Anyone

• Only authenticated users

• Only authenticated users except 
specific domains

• Only authenticated users in specific domains

• No one

Control WHAT can be shared externally

• Anything

• Only specific sites

• Only files without sensitive content

Control HOW externally shareable links can be used

• Default

• Enabled, but not default

• Mandatory expiration date

• Block externally-shareable edit links

• Disabled

Managing external sharing
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Three Places to Configure External Sharing

Office 365 Admin SharePoint Admin Site Collection Admin

PowerShell
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Shareable Links



(#)http://eum.co

Request Files

• Ask colleagues and external guest users 
to upload files to a folder

• Uploaders can only see their own 
content

• Single link can be used for many 
uploaders
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1. Consider all sharing use cases when setting your 
Organization-level external sharing policies 

2. Do not be afraid of the “Anyone” link sharing, you can 
limit access on a site by site basis

3. Please do not skip over the additional sharing settings:

• Limit sharing by domain

• Guests must sign in using the same account invitations 
were sent to (this should be checked!)

• Verification code must reauthenticate in x days

4. Enforce a default link setting on a site by site basis

• We recommend People with Existing Access

5. Consider ways to templatize your sites so your external 
sharing structure stays consistent

Top 5 External Sharing Configuration Tips
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Teams Provisioning 
and Sharing
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Office 365 Groups

Matt Wade - https://www.jumpto365.com/infographics/everyday-guide-to-office-365-groups

https://www.jumpto365.com/infographics/everyday-guide-to-office-365-groups
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Teams / Site Provisioning

• White Papers

• Open Source project

• Webinars

• http://eum.co/teams-
provisioning

http://eum.co/teams-provisioning
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WHAT TO USE WHEN - ORCHESTRY

M365 has too many tools, that 
do the same thing, all in 

slightly different ways

Your users are not 
technical experts in 

M365, don’t assume they 
know what to use when

Orchestry solves what to use when 
by providing Workspaces 
preconfigured for business needs

Have business first 
conversations with your end 
users, not technology first.

https://www.orchestry.com/

https://www.orchestry.com/
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• Workspace Templates

• Naming Rules

• Approval Processes

• Naming Collision Detection

• Ready to go best practice 

templates

• Custom metadata

• Support for Teams, 

SharePoint, Planner and 
Lists

WHAT IS ORCHESTRY?
Complete platform to make work simple on Microsoft365

CREATION USAGE SUNSETTING

• Teams Information Tab

• Workspace Directory

• Digital Dashboard for new 

and existing sites

• Intelligent actionable 

insights for Owners and 
Admins (coming soon)

• Advanced governance 
features for retention and 
disposal

• Orchestry sunsetting rules 
(future)

• Team, SharePoint and Group 
management (future)

https://www.orchestry.com/

https://www.orchestry.com/
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Structured Extranets

• Typically hundreds to thousands of external users

• Represent many different groups of external users

• Projects

• Committees

• Customers

• Vendors

• Partners

• May be many different business owners

• Owners can be internal or external
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Azure AD B2B and Office 365

• Azure Active Directory Business to Business

• External users can access Office 365 and any 
other system exposed through AAD

• Completely free for external users in Office 365

• MAU billing model only applies to Azure AD 
Basic and Premium features

• Invite as many external users as you’d like

Microsoft Azure AD B2B Articles

https://www.extranetusermanager.com/resources/articles/microsoft-azure-ad-b2b-articles
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Azure AD B2B Onboarding Experiences

Existing Office 365

• Logs in with their Azure 
AD credentials

• Seamless experience

• Single sign-on if already 
signed into Office 365

• Also works for Microsoft 
accounts

No Azure AD Account

• One time passcode

• Emailed at sign-in

• Valid for 30 minutes

• Low friction, no new 
account to setup or 
password to remember

• Validates at each sign in 
that they still own the 
email address

G-Suite User

• Federation with Google 
accounts now also 
supported

• Same seamless login 
experience as Office 365

• Need to be an @gmail.com 
address
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Portals for 
External Users
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Portal Options

Roll Your Own

• Build in the tool of your 
choice

• Integrate through the 
Graph API

AAD Entitlement Management

• Access packages define 
access to groups, 
applications, SharePoint 
Online

• Workflows define 
onboarding process

• Some branding and 
customization

Extranet User Manager

• Pre-built .NET Core 3 
sample portal

• Fully brandable and 
customizable

• EUM Admin portal for 
creating and managing 
users and groups

• Licensed by the pool size 
of external users
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Updates to Azure AD External Identity Licensing

• External identities now count as unique Monthly Active Users (MAU)

• Billing model affects Azure AD B2B and B2C

• Replaces 1:5 billing ratio

• First 50,000 MAUs are free for both Premium P1 and Premium P2 features

• Azure AD Free will remain free until you try to use premium Azure AD features for guests

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing
https://azure.microsoft.com/en-us/pricing/details/active-directory/external-identities/

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/external-identities-pricing
https://azure.microsoft.com/en-us/pricing/details/active-directory/external-identities/
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www.ontariomd.ca

https://www.vrxtherapy.org/

https://oacas.sharepoint.com/

http://www.ontariomd.ca/
https://www.vrxtherapy.org/
https://oacas.sharepoint.com/
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Teams Day Online Powered by EUM Case Study

Challenges

• Microsoft licensing

• User information and privacy

• Conference registration and user onboarding

Solution

www.teamsdayonline.com

www.extranetusermanager.com/resources/case-studies/teams-day-online-powered-by-eum

http://www.teamsdayonline.com/
http://www.extranetusermanager.com/resources/case-studies/teams-day-online-powered-by-eum
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Publishing to Azure
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SharePoint Online Azure Logic App

Azure
Storage

or
App Services

Publishing to Azure
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OntarioMD and Extranet Publisher

Azure Web Site

Authenticated
Ontario MD User

OntarioMD
Content Authors

Web Content
Documents

Images

Anonymous
User

Azure

Search

www.ontariomd.ca

http://www.ontariomd.ca/
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Additional 
Considerations
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https://haveibeenpwned.com/

https://haveibeenpwned.com/
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Azure AD P1 vs. P2

Azure AD Premium P1

• Multi-factor authentication with Conditional 
Access

• Hybrid Identities

• Password protection (custom banned 
passwords)

• Advanced Security and Usage Reports

• Conditional Access based on group, location, 
and device status

• Azure Information Protection integration

• And Much More

Azure AD Premium P2

• Everything offered in P1

• Identity Protection

• Privileged Identity Management

• Access reviews

• Entitlement Management (Preview)

https://azure.microsoft.com/en-us/pricing/details/active-directory/
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Azure Information Protection

• Used to classify and protect content

• More granular permissions can be applied

• Block download, edit, copy

• Documents are encrypted so that protection rights apply regardless of where the document is

• You could allow download, but for anyone to access the downloaded document they would still 
need to have the AIP rights assigned to them

• Maintains control of the documents regardless of where they go

• Permissions can be revoked for documents regardless of where they are

• Can be used with Conditional Access to determine policy

• Could require MFA before accessing sensitive documents or sites

• Can also be applied to the sharing rules

• Don’t allow sharing of content with certain sensitivity labels applied

• Can be manually or automatically applied (AIP P1 or P2)
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Summary and Wrap-Up

OOTB
Unstructured

Teams
Provisioning

Structured
Extranets

Publishing
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Upcoming Events - Virtual

TSPUG - How to Run a Microsoft 365
Teams Virtual Event
October 21, 2020

http://eum.co/events

European Collaboration 
Networking Day 2020

October 27, 2020

Webinar: How to Run a Microsoft 365
Teams Virtual Event
October 29, 2020

How to Utilize SharePoint Online 
as a Headless CMS

November 10, 2020

TSPUG Microsoft 365 
Developer Bootcamp 2020

November 27, 2020

http://eum.co/events
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Thank you!

Questions?

http://eum.co


